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ABRDAIMES TIRSBELEENBEMNRESR, HNHABRTREHUEER, REIZ
BTCHERAREBNAA, FLIRTURESZZRFNNTEREMALBINEHE. DA
DIZHBINBS I RULE BlogSecurity.net T, XERZ—TERNOST. HINNSRRMARED, 15
RESBIFIEFRA o

WRINETONEED, Ff, BHRINEMETAEXN™, BA0RINEER,

AR TERRDDEANGEZBINENIREY WordPress — 1N 28HED, B4F WordPress
NHFOEERE. 155 “FHZK WordPress (IR PMEZ LT —,

Lo WordPress

IZRE WordPress FHIPJRE

%% WordPress ZHIBNRMEAEESEIRNIMEEFERIPE, XI—HRER, REBEE
HIRBIRAPRIE. X UEBHMEERIFNN®, NeELt T -8 RE0%k.

TERL: WIRGIEHTNIAAZ H CHITPL A ATFERZ A MySQL 1 root #IR, X A ki X

1B
41/0

B85, A root APER MysaL FiE— AT %4 WordPress BYEIREE

S mysql -u root
mysql> CREATE database wp;
Query OK, 1 row affected (0.00 sec)

BIREIZ—TER, XTAPRERERE, ReeEssiekE. BN, 3RRI B REE
ERNRIERIERE, MAEMNTIEERIF.

mysql> GRANT SELECT,INSERT,UPDATE,DELETE,CREATE,DROP
->ON wp. *

-> TO 'wpuser'@'localhost’

-> IDENTIFIED BY 'strongpassword';

Query OK, 0 rows affected (0.01 sec)

ERRBFPNZREEEZ:, FL WordPress iRASEEZZATEHMEIBH,
55, NEESBIRE wp-config.php -
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SRR RIS
BEZH

BT RAE WordPress HRBERPFEMA wp-config.php , RIZENVBAININICIZBE LS

JON -

// ** MySQl settings ** //

define('DB_NAME', 'wp');  // The name of the database

define('DB_USER', 'wpuser');  // Your MySQL username

define('DB_PASSWORD', 'strongpassword'); // ...and password

define('DB_HOST', 'localhost’); // 99% chance you won't need to change this value
define('DB_CHARSET', 'utf8');

define('DB_COLLATE', ");

// Change SECRET_KEY to a unique phrase. You won't have to remember it later,
// so make it long and complicated. You can visit https://www.grc.com/passwords.htm
// to get a phrase generated for you, or just make something up.

// Change this to a unique phrase.
// You can have multiple installations in one database if you give each a unique prefix

BERANIERCHENNZ. RIVEENINFZB-L,HNERIRE SEEENH, BERL,R. B
8. HFEERS. QN EA grecom Jy SECRET_KEY B2 T —MRKZERTE, X—IIEER
£ WordPress 2.5 igft, FALIRIRIMEANRIBMRAX — T/ REIC. &G, FiIMENE5E
B — MU RFB MBI MIBERIR D,

NITBFDEARLZ LR, BNEIG WordPress SRANBIZI NENIFERINZRTS, &
4i32aK_, RZNAELEBBEEA—LBAER, XYT WordPress, M IEBKIT BHEEVEIE
FERBIZR wp_ KSRBERE. EHRIRSRSHEEERETBA.

FNNTUESBHEETPHNRKESBRAIMERNRILE, B wp_4i32aK_ 3 wp4i32ak_ 28,
REZN—REHREREIN —THEEANEZEDNEIE,
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FaZrh
WRIMBN—CEEA T AAKNBSENRRNGE, WRTELRE, BIRTUKE
ADRREB R VRHOVRENE BN AISRIE.

B4t we-conriG.PHP |, (BN FIX—1T:
Stable_prefix = ‘wp_’;
REBINBIBIPPTEREY 4i32aK_

Stable_prefix = ‘4i32aK_’;

MERNIFZRIE WordPress IBEDMBEREDBURRBIBIERNINNIBHE—. BF
WordPress AAUFEZEN, FHIIBATZEM PHPMyAdmin ITE, @Y saL &S KBR.

TEXLEXR:

wp_categories, wp_comments, wp_link2cat, wp_links, wp_options, wp_post2cat,

wp_postmeta, wp_posts, wp_usermeta, wp_users

NAZAEN -

4i32aK_categories, 4i32aK_comments, 4i32aK_link2cat, 4i32aK_links, 4i32aK_options,
4i32aK_post2cat, 4i32aK_postmeta, 4i32aK_posts, 4i32aK_usermeta, 4i32aK_users

XEIROIRERID) S, XEHEXI0D ? BRIETNWLL. WordPress (P —LUEHAR] RIS, PILIL
MNZRTICXLERBN S .

£ wp_options’ ¥, TAIEIE option_name FERANCTKM wp_user_roles {B9

4i32aK_user_roles’

DDAZIE wp_usermeta FREBIBINIME" B S Meta_key FEHY
wp_autosave_draft_ids 0 wp_user_level BZN N 4i32aK_autosave_draft_ids F0
4i32aK_user_level.

OK 3! ANiY BlogSecurity FF&2 'S WP Prefix Table Changer &, TILURX—IEEBI. BEE
FZIBEZ BIRITE, XA — Alpha RRABNELE, MERBA bugs.

' W RENAME TABLE wp_categories TO 4i32a_categories
P BAVER ST RENRIER, URAFHNEIRES
3 UPDATE 4i32a_options SET option_name='4i32a_user_roles' WHERE option_name="'wp_user_roles' LIMIT 1

IR BUEX—FEOSEHE, RAMNRBTERENISRARE, —ERBSRE T
8E
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WP Prefix Table Changer #fift

IAFF RS WP Prefix Table Changer &4, TIDAERIATEAN_EEBIPMRBHEIBERR]
BRFTBIEHVE,

T2 E, BXHREREHER WoRDPRESs/wP-cONTENT/PLUGINS (P, RGEMEEEEIGIAIE
. BEZ/GRTE Plugins KB TEIE— Prefix Changer X8, RE2EaBRXUTEIINR
|:

oard Write Manage Comments EBlogroll Presentation Users QOptions
(IRl Prefix Changer

WP Pretix Changer

This plugin will change your database table prefix to mitigate zero-day SQL Injection aftack s.

Flease Change the current: wp_ prefix to something different {i.e. 813fal). | Start Renaming

FWIRATE RN, AXNMESPER TMANRIE, BEBINELENNIEER XN
Bl, BRI IBIBEERN 4320k o B1Z5T2/EmdE  “Start Renaming” , IBHRITHIORATER
BRI wo_ BEOVTPMRENE. BT8R, F=HHEHNREARNKENS, BIEFEE
RIS,

IEHRE— DB wp-conFig.PHP P FTI% & BIYBIZR.

BINE LM GEHEBT—NMSE2, WRHLIS WP- CONFIG.PHP Wi T 22N SisE Nl
RixEM (644), WREM T ZXHETESBREENE, MAREFNEN
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AiEEMTES

NEBESCELES, QNS —LRERNLZEIHeER, RS B N RBEIN2BEBHIAN
admin AP, RERIE— T BTERERNA,. REBITSZLE Role Manager G140 Sid
FB P TR 7 B AR

ENEERARA

IRNAZIBEIABNBIZERB P R2M admin BN — T EMERBTNRS, ENITHE WordPress
MRABRBZRNELEMIRK . XEHRT UEF R DRBR ISR T,

TR FIZ R T & S AIE I, TR &S E I 2 7. Bl EE R RE
AT!

{PFE “wpuser” E#EE MysaL, EARIANNEIERRFS:

wp S mysql -u wpuser —p

mysql> use wp;

UPDATE 4i32aK _users SET user_login="admin’, user_login="adm";
Query OK, 1 row affected (0.01 sec)

Rows matched: 1 Changed: 1 Warnings: 0

FNELR “admin” BRI “adm” T, BRIRNIZERE—LABLEMBLHEF B
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EESZIRBRRIAR

WTALSZEIE NE—1) im-web-gefunden B Role manager &, ZIEHTILINE B -DHD
APRIR. BE2a, IR— #HAPHESENAAFPNR, BNEkracelE—> M
P, IREDEEBEMEFAFINE, RAKRNE, RIFFLE. HRREBBRITENENIE
LERANES, BRUE/HEEHE, A, REEN, SR, SAHRE,

TEE: IR, FHEEFI 2B L.  “Hehd " 2RI 2/ /7 R -

FIABY “I275” BRI BERBIIR, BIAIITLUE Role Manager IBIIFTHEIIR,

HNRWEFHAES “kis” BUXE, BT LUBNZIBHRN— LR B W0 MR,

Assign extra capabilites

[ Activate Plugins [] Create Users [] Delete Others Pages [ Delete Others Posts [] Delete Pages

Delete Posts [] Delete Private Pages [[] Delete Private Posts [] Delete Published Pages [] Delete Published Posts
[] Delete Users [] Edit Files [] Edit Others Pages [] Edit Others Posts [] Edit Pages

[ Edit Plugins Edit Posts [] Edit Private Pages [] Edit Private Posts [] Edit Published Pages
Edit Published Posts [] Edit Themes [] Edit Users ] Import [] Manage Categories

[] Manage Links [] Manage Options Moderate Comments [ Fublish Pages Publish Posts

Read [] Read Private Pages [] Read Privare Posts [ switch Themes [ Unfiltered Html

[ Upload Files

B2 Role Manager SR5FZE]

WRIMBEEERZTAF, NABRPDEADIRREREHER.

7|Page


http://www.im-web-gefunden.de/
http://www.im-web-gefunden.de/wordpress-plugins/role-manager/
http://www.im-web-gefunden.de/wordpress-plugins/role-manager/

WordPress HEZH .

By BlogSecurity.net

BIRAPINOAZANMSENRFPE T LA, BHRE, REXH/ NME/XE, |SAMK

WY HTML ZR/EBUNER,

Administrator {rename)

@ Activate Flugins © Create Users © Delete Orhers Pages © Delete Others Posts @ Delete Pages

© Delete Posts © Delete Private Pages © Delete Private Posts © Delete Published Pages @ Delete Published Posts
© Delete Users © Edit Files © Edit Others Pages © Edit Others Posts @ Edit Pages

© Edit Plugins © Edit Posts © Edit Private Pages © Edit Priwvate Posts @ Edit Published Pages
© Edit Published Posts © Edit Themes © Edit Users © Impart @ Manage Categories

© Manage Links © Manage Options © Moderate Comments © Publish Pages @ Publish Posts

© Read © Read Private Pages © Read Private Posts © Switch Themes @ Unfiltered Html

© Upload Files | ser Lever ID_V:

Editor {rename,delete)

< activate Flugins < Create Users © Delete Others Pages © Delete Others Posts © Delete Pages
© Delete Posts © Delete Private Pages © Delete Private Posts © Delete Published Pages © Delete Published Posts
| Delete Users < Edit Files © Edit Others Pages © Edit Others Posts © Edit Pages

[ Role Manager X EFIRIE
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ifft WordPress &i&s

RIS WO R ER XIGRRIRIE, X—FSREBSHEEBAEENZHE/LEEDI, B8
NWFZAPEZTEZMIN—L, ROUBTRAEREBNRREELZEMFTI—F, BRI]
AR AZIX 2 o

PRl wp-content #1 wp-includes
X—HHAEIREIXLEROMUR, EAR LIBBPIEHRA, K SWEA, €SS F0—L JavaScript
SHBIER,

BLLTBUCIEENREY .HTAccess AR, XL HTACCESS SAERZIZIMAE wP-CONTENT F0
WP-INCLUDES BFE N :

Order Allow,Deny

Deny from all

<Files ~ ".(css|jpe?g[png|gif]js)s">
Allow from all

</Files>

VERG: IR AT AL T AT (IR T PHP i3RI FR.
PR&I wp-admin

FREIFFBERTEEH IP
WRIMNE— T8 —A/LEE, MUERZRHIEY 1P E#E we-apmIN BIRPR, 1EIRIRIRETES
WEE7 IP. WP-ADMIN D .HTACCESS 90T

Order deny,allow

Allow from a.b.c.d #That’s your static IP

Please add some example for allowed ip ranges
Deny from all

REH, REDEBUENY wpadmin B3R, WMZERRGEE, ReBEECHIP
BRER,

PWRIREN—UDIER, we-abMIN SHRRHEIERE, bR S BIIRATRED IP,

> [RIYEML: http://blogsecurity.net/WordPress/article-210607/
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EETM - .htpasswd

2R, EFOEMZRETBRRP, XRREMMOAY UETT5ERZER wp-admin 53R,
BIABEN 5 —i8Rh%k, ABGHIARIR(IF.

.htaccess X{¥
WP-ADMIN 8 .HTACCESS AT :

#this file should be outside your webroot.

AuthUserFile /srv/www/userl/.htpasswd

AuthType Basic

AuthName “Blog”

require user youruser #making this username difficult to guess can help mitigate password

brute force attacks.

.htpasswd {4
FUBERAN, 23 JUREINIEER 2NN, FRERE MREH%ER.

S htpasswd -cm .htpasswd blog
New password:

Re-type new password:

Adding password for user blog

htpasswd HEAETSRIERPAIRES, BERRASUFOUBUIRTS wp-admin/.htaccess &
AuthUserFile PTizE&89iHiE,

WENH—TEBRE2E LS. SRIBEREENTRKRIMEAR P 2ABHBLURSE
EPR. WRRBLUMENS, &5 — MIBERXH, REESHRHEIIMIEREIER.

* XX BHA http://httpd.apache.org/docs/1.3/mod/mod_auth.html
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SPAM

BEAFN—MERANDERYUBIBSHAHINVREBRR, BRAZNZ=T85PEM

TERUREBS. PIUN SAARBES NS, BINITARSRZNDE, RiM—L5EATERLL

BRENRSN, XHFMEREHRIREE DS,

RIS - RMESRN “f ST ZHINANER” . BERIEHSTLIRBHEALBIRES, B8R
FEIFRBVSDEZRIR N (FTM Mustlive BIEHRINIEES bugs PIRAD) « BIRIIEIBDERRR
RERMEKS, HB2ERBIM T AZHA A # TMD 8B REBSEBRE_HIRBAMNER X

CIS)aEIIER

WE - BSFERIMAEF. SitERERSTUSHNNAE, MUBRRIESARFIENT
F—& S 2OBMNKIFRAMAKIED, WE, BNAEHIFREBESMBREREM,
IEBRZICE— 5! OpenlD TRER —MNEFHIERDE.

ROE - RZRHERH TRBPIIEE, XRREMIUBIRL “IR80” SiaskE IEhIRES
So HANEIMIERBIMZNEIIRMSEABLER ? @ —SYPINNIUBIRZER
R, MEMDEEEENRDEXIRRBOSZE, BEREARNMARLRK S

JavaScript - BlogSecurity B SpamBam JEA @IS IRV MMM AKMANEZ BB EEFER —
BRI 5EE. MERIMSXE— MERGBHMIEIRBSHHE, KIHMNIHRB=HISE BB
J— AR FF IS BRI, BEERXMEH, BRABUNNXE—MREEBYDE,
BIARBRFN08INEE,

Smart Checks - —L5ZK{DIT- Akismet BILIRBDIE ARG BN IERENINIIRIM —RIBNRZE
KIBIERSNIIRES. VEEBERRE, BIINBSRHEIXIE=1RS, SSEIER

M%K%,

BR2eVBH IR, B IR IURERE LT B —FPofie

Akismit — Automattic BYFIHIIR BB SIBHH(FERIZEE AP key)
SpamBam — BlogSecurity BUFHHIIKk BB =iE1E
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Blog N
BREENIEMERIEY HTTPS 1hiY, XEFEILMHIEREEBY HTTP HIEIBAST (R0
) ZRRINEAR 2020,

g BlogSecurity > Login - Internet Explorer prowded by Dell
. S

@ U @ https //blogsecunty net/wp-login. php’redlrect to=%2Fwp-admin%2F

L — T —— _T——

W . & BlogSecurity > Login [—'

BREIMNEE RS HTTPS 1hiY, BES, TIRavbiti=di AL :
https://yourblog/
L% HTTPS PIINESEBHADBIMNERSEE S, 12tE, Google FEIRE . FAI4kER,
—B8%

%S SSLHTTPS), BANEBRLZE—TIBH, RFFHIIERIENEOXIREY HTTPS i
Yl

IRBE B4 &, BlogSecurity FIIRMAL S IXAERNEH:, RO EFRER bs-wp-encrypt 35

NEERE bs-wp-https_php.txt EBpN bs-wp-https.php /G EfEE] wp-content/plugins/ B3%,
REE2, MEMNBECEEBIRFECOX, HEESEFEQ HTTPS.
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EEHN

BlogSecurity $2fft 5 —EBH TN RTENE T AEIALEY, BRI LR LS
1/‘-‘:0

Z5B%& WordPress WA EE
BlogSecurity Wordpress Noversion {4 (bs-wp-noversion) GIDAFH |1 WordPress fRANRE, B—
NMa R EBARREE .

R2NZETEAB N SAERIBIE URHIXERIREERFBIMRA, ZER WordPress HIRRASS
JUPRELETRERAHTRESHRDENRELE L

JEE: A BEX AT LL R R T WordPress [ N1 B 7 1774 50
bs-wp-noerrors 3HAO]DIAEIXE N &,

EIREREERIER

HIEHARSZRF WordPress 2.3.2, RNEASEERBIRERRA S BIERIUEIBN
WordPress EP{Eﬁﬁo

WordPress SMABURBIRESFTTT S -

function show_errors () {
Sthis—>show_errors = true;

}

JERC: IR PHP #RIGE T, HE I F iR 15 B AN . 124 LLFEH] WordPress
FH R 1T, DAL 5 5 g Rk ok, A 1 i 45 -

bs-wp-noerrors {4 O] A IXE &,
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g
TENEH RS TSR MENR DI

WPIDS - A&

BlogSecurity 32 PHPIDS (Intrusion Detection System) #2182 S WordPress. PHPIDS TJCARONIZE2F D
RATE. BIUEAX—TRBILERNNES. 8MRASSEREEE, PILURTLUHTIRIRECR
EN—LEONBPER, WIRIGBY 5 RENGREEE—ESHYT (B TNREEERIHEERD -
WREIDBLEANINERILIBETERN 1P IV E2H, EiY WPIDS RSB RIAa%

No YRYLIFE PHPIDS BB DU 3RBZIGA

AR N TBIBHEBINANNGTEVEZRITNARZLE T PHP5.1.6, — TS BlogSec’s
recent addition, WP- Lockdown BUTRRABDRE AT, PTLUBEMINBIFRFERA .

WordPress Plugin Tracker - $X , (RHEK T ?

WRITNERIERNIEEREEM T R ENIGRIRED, BAIMTECEER TH&MRA, IR
OJLI% %% WordPress Plugin Tracker 3G RIRIFIGH, BB RDER T RIREA. ZLEHFEIE
H2fE, BTZEHESIRERS EEERRMIEE, SR :

Plugin Release Tracker
Track the releases of the plugins you have installed in your website

Mowve WP Plugins Tracker to Plugins SubMenu

Plugin Your Yersion WPPDE Version Status
Another Wordpress Meta Plugin 20,3 2.0.3 Versions are matching, You have latest v
Akismet 2.0.2 2.0.2 versions are matching, You have latest v
Bad Behavior 2000 20100 Versions are matching, You have latest v
http:BL WordPress Plugin 1.4 1.4 Versions are matching, You have latest v

URIBHHIRAIN S, IRERLIEHIRER, ~EZNaHE R =B R 2IXIRN 8961
B, XGRS, RESORBBHRIND A
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WordPress &&= 21H

BlogSecurity FI&R 5 — N LEHNETH, RKNEMNBERESGHEEANLZ RSB, HMNENZIE
#, BISHASRESED MV ELE.

WordPress Version Leak

Test Result

wp-links-cpml.php Version Leak: WordPress 2.2.1
wp-rss.php Version Leak: WordPress 2.2.1
wp-commentsrss2.php Version Leak: WordPress 2.2.1
wp-rdf.php Version Leak: WordPress 2.2.1
wp-rss2.php Version Leak: WordPress 2.2.1

According to wp-scanner this blog is running the latest version of WordPress.

WordPress Template X55 Checks

Test Result

wWp-xss-3 WordPress Template Vulnerable to X55: /?

WordPress Plugins Found

Test Result

wp-plugins[1] wp-backup
wp-plugins[2] subscribe-to-comments.php
wp-plugins[4] wp-contact-form
wp-pluginz[0] wp-cache2
wp-plugins[5] sitemap
wp-pluginz[3] Akizsmet

Please check out WordPress BlogWatch for the latest vulnerabilities in WordPress plugins. More work will be done in this area for
future releases.

EXCEFT WHERE OTHER'WISE NOTED, COMTENT AMD TOOLE ON THIS SITE ARE LICENSED UMDER THE ATTRIEUTION-MOMCORMMERCIAL-MODERIVE LIZEMSE

WP-Scanner E—A%%Bﬁﬁﬁﬂﬁ%, 2S5EEMA S 5000 FNMER (BXLLFAITHFEES
X3), REXERBEIER.

ERiE
THZEREVES S, BAIBBIRERED, ANCERDNRE T XMRLITM. WLIRBITH
BERHBRBAER].

%FEIE

APE Andor Chen F 2008 & 4 5 22 BENF, [RIMARIRIT BlogSecurity.net g, ANPIiF

ARhRIXJT Andor Chen FiE, FHRBRAZAFREN, NFAET “S2-EFWMEA-EEL
= 3.0 Unported” &7%7.
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