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S mysql T root
mysql> CREATE database wp;
Query OK, 1 row affected (0.00 sec)
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mysql> GRANT SELECT,INSERT,UPDATE,DELETE,CREATE,DROP
T BN wp. *

Tt HO 'wpuser'@'localhost’

Tt DENTIFIED BY 'strongpassword’;

Query OK, 0 rows affected (0.01 sec)
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// ** MySQl settings ** //

define('DB_NAME', 'wp');  // The name of the database

define('DB_USER', 'wpuser');  // Your MySQL username

define('DB_PASSWORD', 'strongpassword'); // ...and password

define('DB_HOST', 'localhost’); // 99% chance you won't need to change this value
define('DB_CHARSET', 'utf8');

define('DB_COLLATE", ");

// Change SECRET_KEY to a unique phrase. You won't have to remember it later,
// so make it long and complicated. You can visit https://www.grc.com/passwords.htm
// to get a phrase generated for you, or just make something up.

// Change this to a unique phrase.
// You can have multiple installations in one database if you give each a unique prefix
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Stable_prefix =\WpP QT
"ol X 4i32aK_

Stable_prefix = WiB2akQ Q T

b WordPress [ J"b Y0 4 Raan t 3 K
WordPress - W n S A h PHPMyAdmin E saLJd Bt vy
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wp_categories, wp_comments, wp_link2cat, wp_links, wp_options, wp_post2cat,

wp_postmeta, wp_posts, wp_usermeta, wp_users

1 r]

4i32aK_categories, 4i32aK_comments, 4i32aK_link2cat, 4i32aK_links, 4i32aK_options,
4i32aK_post2cat, 4i32aK_postmeta, 4i32aK_posts, 4i32aK_usermeta, 4i32aK_users

3 € 0 . /b } WordPress |t le f AE® b
% X Nenw €y

wp_options® | 'S option_name b wp_user_roles " 1
4i32aK_user_roles® A

wp_usermeta T~ NXe*fFu €] Meta_key
wp_autosave_draft_ids 4 wp_user_level " 1 4i32aK_autosave_draft_ids 4
4i32aK_user_levelA

oK € - BlogSecurity T € WPPrefixTableChangee V' b t 1} X
V@ 0 t X Alpha vV ooy bugsA

JU  RENAME TABLE wp_categories TO 4i32a0_categories
2 XX EW @ by A ®
3 UPDATE 4i32a_options SET option_name='4i32a_user_roles' WHERE option_name="'wp_user_roles' LIMIT 1

N ) t "0 n e %o 3 ¢ t ¢ 3 I
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WP Prefix TableChanger
% 1T € WP PrefixTable Changer V b ' "
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Vy ¢~ 3  Plugins £L" & t X Prefix Changer L Oy~ 3 A h”

oard Write Manage Comments EBlogroll Presentation Users QOptions
(IRl Prefix Changer

WP Pretix Changer

This plugin will change your database table prefix to mitigate zero-day SQL Injection aftack s.

Flease Change the current: wp_ prefix to something different {i.e. 813fal). | Start Renaming
3 A X4 1 x € ® "o W E ®
¢ d RO X% 4i32aK |} " ¢~ O T Start Renamingl \2
® b wp_" n3 e ) ; 2R "€ R
®
(VA " WPICONFIGPHP | ®
v 3 At X2 € WPIICONFIPH? Vn € & 3 n
8] (644 € V' 3 x o 1 "oy

5|Page


http://blogsecurity.net/wordpress/tool-130707/

WordPress HEZH .

By BlogSecurity.net

T € " Fe€ U a L
admin E ot X K X | Role Manager V' Y
}
3 7 b admin " nt X AT n WordPress
n A "0y o b 41 Q (o]
) X v A Ty G Ay
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X I wpuserl: A MysQL ™ \4 -

wp S mysql Tu wpuser Cp

mysql> use wp;

UPDATE 4i32aK _users SET user_login="admin’, user_login="adm";
Query OK, 1 row affected (0.01 sec)

Rows matched: 1 Changed: 1 Warnings: 0
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Assign extra capabilites

[ Activate Plugins
Delete Posts

[] Delete Users

[] Edit Plugins

Edit Published Posts
[] Manage Links

Read

[ Upload Files

1 RoleManager

[] Create Users

[] Delete Private Pages
[] Edit Files

Edit Posts

[] Edit Themes

[] Manage Options

[] Read Private Pages

X n-:

[] Delete Others Pages

[[] Delete Private Posts

[] Edit Others Pages

[] Edit Private Pages

[] Edit Users

Moderate Comments

[] Read Privare Posts

<
S
=<

[ Delete Others Posts

[] Delete Published Pages
[] Edit Others Posts

[] Edit Private Posts

] Import

[ Fublish Pages

[ switch Themes

y BlogSecurity.net

Vi bn X %

n3 g t X
v
9]

X,

[] Delete Pages

[] Delete Published Posts
[] Edit Pages

[] Edit Published Pages
[] Manage Categories
Publish Posts

[ Unfiltered Html
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3 n- 1oy | " K V VvV Vi A 4
HTML S] }
Administrator {rename)
© Activate Flugins © Create Users © Delete Orhers Pages © Delete Others Posts © Delete Pages
© Delete Posts © Delete Private Pages © Delete Private Posts © Delete Published Pages © Delete Published Posts
© Delete Users © Edit Files © Edit Others Pages © Edit Others Posts © Edit Pages
© Edit Plugins © Edit Posts © Edit Private Pages © Edit Priwvate Posts © Edit Published Pages
© Edit Published Posts © Edit Themes © Edit Users © Impart © Manage Categories
© Manage Links © Manage Options © Moderate Comments © Publish Pages © Publish Posts
© Read © Read Private Pages © Read Private Posts © Switch Themes © Unfiltered Html
© Upload Files | ser Lever ID_V:
Editor {rename,delete)
9 Activate Plugins o Create Users © Delete Others Pages © Delete Others Posts © Delete Pages
© Delete Posts © Delete Private Pages © Delete Private Posts © Delete Published Pages © Delete Published Posts
9 Delete Users L Edit Files © Edit Others Pages © Edit Others Posts © Edit Pages
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w p -content wp-includes
t %3 A W ’ ] € CsS At I JavaScript
\4 }
BT oow A3 . HACES VI M .HTACCESS V WPTCONTENT 4
WPTINCLWDES
Order Allow,Deny
Deny from all
<Files ~ ".(css|jpe?g|png|gif/js)s">
Allow from all
</Files>
“# yw A p 3 PHP A
wp-admin
IP
3t x&dt =3 A IP WPTADMIN ) 53 x
IPAWPADMIN | .HTACCESS V
Order deny,allow

Allow from a.b.c.d #ThatQ your static IP
Please add some example for allowed ip ranges
Deny from all

p; \2 - w wp-admin 3 A Y oX IP
0 }

t Uy WPTADMIN 3 A € 3 1P}
W http://blogsecurity.net/WordPress/articleT2 10607/
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> 4 36 b oya A wp-admin
K M et b 8]
.htaccess
WPTADMIN i .HTACES V

#this file should be outside your webroot.

AuthUserFile /srv/www/userl/.htpasswd

AuthType Basic

AuthName 0Blogé

require user youruser #making this username difficult to guess can help mitigate password

brute force attacks.

.htpasswd
Ve b A P ' X J

S htpasswd 1©m .htpasswd blog
New password:

ReTtype new password:

Adding password for user blog

htpasswd @ e € 5 \2 * wpradmin/.htaccess |
AuthUserFile |
to de; 3 1 3 3 A ~ 4 b
| 0 - v - )
*EK \Y2 http://httpd.apache.org/docs/1.3/mod/mod_auth.html
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f BlogSecunz > Login - In\t;met Explorer prowded by Dell  ——

@ U g https.//blogsecurlty net/wp-login.php?redirect_to=%2Fwp- admm%ZF

o dhe ‘ /€ BlogSecurity > Login [—‘

X 3 & 7 HTTPS £ 3 i Ab”
https://yourblog/
HTTPS 4 0 9 € M Google 3 TR S|
t € SSL(HTTPS) & tX Vox b HTTPS 4
}
3 v BlogSecurity "€ v 3 3% 9 bs-wp-encrypt V}
T bstwpThttps_php.txt 7 n bstwphttps.php = ° K A wpTtontent/plugins/
- 1Y 3 4 a . A i3 . HTTPSA
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BlogSecurity ~ €t W V b O . v s 3%
Vi
WordPress
BlogSecurity Wordpress Noversion V' (bsTwpTnoversion) b WordPress
X £g vy
0 3 Ob © > Vv V  WordPress

"bx W K O O AX VI |

‘ o~ " w G WordPress H " A
bstwpmoerrors Vb |

V. WordPres.3.2 n é 1 E €15 3

WordPressi X}

WordPress ] €

function show_errors() {
$this- >show_errors = true;

}
’ PHP H T H w A o "y
H ~y H F E A
bstwpmoerrors Vb Ty

Sc

WordPress
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recent addition, WPTiLockdown

Wo rdPress Plugin Tracker —

3 4 vV

12 WordPress Plugin Tracker

Vi~ \Y2 3

Plugin Release Tracker

0 X A 3 3 b
2 33 At vV XA é J
O IP ’ ~ WPIDS 3
2 V)
3 € PHP5.16) t X %7 BlogSec@
- 7 b N E 0y
T v3° x € 3
v v T x € I
X \2

Track the releases of the plugins you have installed in your website

Plugin
Another Wordpress Meta Plugin

Akismet
Bad Behavior

http:BL WordPress Plugin

Mowve WP Plugins Tracker to Plugins SubMenu

Your Yersion WPPDE Version Status
2.0.3 2.0.3 Versions are matching, You have latest v
2.0.2 2.0.2 versions are matching, You have latest v
2000 20100 Versions are matching, You have latest v

1.4 1.4 Versions are matching, You have latest v
\A (0] \2 3 A \A
\2 J
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WordPress Version Leak

wp-links-cpml.php Version Leak: WordPress 2.2.1
wp-rss.php Version Leak: WordPress 2.2.1
wp-commentsrss2.php Version Leak: WordPress 2.2.1
wp-rdf.php Version Leak: WordPress 2.2.1
wp-rss2.php Version Leak: WordPress 2.2.1

According to wp-scanner this blog is running the latest version of WordPress.

WordPress Template X55 Checks

wWp-xss-3 WordPress Template Vulnerable to X55: /7

WordPress Plugins Found

wp-plugins[1] wp-backup
wp-plugins[2] subscribe-to-comments.php
wp-plugins[4] wp-contact-form
wp-pluginz[0] wp-cache2
wp-plugins[5] sitemap
wp-pluginz[3] Akizsmet

Please check out WordPress BlogWatch for the latest vulnerabilities in WordPress plugins. More work will be done in this area for
future releases.
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€ O 2 1y
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] TbA Ml
9  AndorChen K 2008 4 22 wW BlogSecurity.net i
Andor Chen 5 J Kn =~ - Z x - "

A lll 3.0UnportedNT

15| Page


http://blogsecurity.net/wordpress/tools/wp-scanner/
http://blogsecurity.net/contact/
http://creativecommons.org/licenses/by-nc-sa/3.0/deed.zh
http://creativecommons.org/licenses/by-nc-sa/3.0/deed.zh

