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简介 
 

ϤηӞ ֒Є ╬ ậ נ Ѫ ↑ѣֶ

ѣӞ ѣ Ѫ · ҘὋ ɟ Ϥ

Ὦλ Ị ѣ  BlogSecurity.net ᾉ ￼ ͭΧ ɟ ѪҘ ╙ Ϥ

אָ Ẹ Ѫɟ 
 

Ӟ ѹӓ ẻєѹӓ Ẹ Ѫ ɟ 
 

ӽ ϤΪѹӓ ψᾦ ηӞ  WordPress ᵩͭΧ ѻ ℅  WordPress 

Ѵ ɟ ר ń╙  WordPress ВΧ ậ Ņͭ ɟ 

 

 

安装 WordPress 
 
 

设置 WordPress 表的权限 
 

 

 WordPress ψᾦ ͭ

ᾏ ɟ ѣ η ậ ΄Єͭ ɟ 

 

̔ ᵰᶏ Ҍ Һ ̆ Ӈᵰ  MySQL  root ̆ ץ

ѿ Ȃ 

 

Ẋ ӽ  root  MySQL ͭΧ Ќ  WordPress  

 
$ mysql πu root 

mysql> CREATE database wp; 

Query OK, 1 row affected (0.00 sec) 
 
΅ ὲ ͭΧ Χ ᾏ ￼ ɟ Ѫ ל Χ ￼

Ӛ · ь Ӛɟ 
 

mysql> GRANT SELECT,INSERT,UPDATE,DELETE,CREATE,DROP 

πҔ ON wp.* 

πҔ TO 'wpuser'@'localhost' 

πҔ IDENTIFIED BY 'strongpassword'; 

Query OK, 0 rows affected (0.01 sec) 
 

ל Й WordPress Ҙ Ќẻє ɟ 

 

Є ΅ ἑ  wpπconfig.php Ȃ 
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更改数据库表前缀 

 

安装之前 
 

 

΅  WordPress Ϊ Ѵ wpπconfig.php η Ѫάάὲ נ

 

 

// ** MySQL settings ** // 

define('DB_NAME', 'wp');    // The name of the database 

define('DB_USER', 'wpuser'); // Your MySQL username 

define('DB_PASSWORD', 'strongpassword'); // ...and password 

define('DB_HOST', 'localhost');    // 99% chance you won't need to change this value 

define('DB_CHARSET', 'utf8'); 

define('DB_COLLATE', ''); 
 

// Change SECRET_KEY to a unique phrase.  You won't have to remember it later, 

// so make it long and complicated.  You can visit https://www.grc.com/passwords.htm 

// to get a phrase generated for you, or just make something up. 

defineόΩSECREY_KEYΩΣϥA49D0EA936EFFFE30BAD7BACBA466CC897636F74BAB91128A96C9EF8C25F0 

249'); 

// Change this to a unique phrase. 

// You can have multiple installations in one database if you give each a unique prefix 
 
$table_prefix  = 'wp_4i32aK_';   / /  Only numbers, lett ers, and underscores please! 

 
Ὃ ɟ Ѫӽ άά נ Є Ѵ ℅ ɞ

ɞ ɟ Ѫӽ  grc.com η SECRET_KEY ὲ ЄͭΧ ί ͭ  ￼

 WordPress 2.5 Ϊ ֒ ѣ Ӟӽ ͭ ɟ Ѫ

ЄͭΧẲӋ ί  ᾉ ᾦ Ϊɟ 
 

ηЄ Ẫ ậ  WordPress ᾦ η   ◓ ί ḑ 

4i32aK_ɟ Ὄ Ҙӽ ͭЙ נ Ќ WordPress єѪ ֔ Ќ

ᾦ  wp_ Ὄɟ ᾦ Ҙӽ Ὄ •ɟ 

 

Ѫ ѣ Ϊ Ѫ ӽ ᾦ ḑ wp_4i32aK_  wp4i32aK_ ψ ɟ

ͭ ל ηͭΧ Ὄ · ᾉ ᾦ ɟ 
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手动修改 

Ӟ ηͭΧ ӽ Є ᾦ ╬ ᾦ ό ӄӞ ѣ ᾉ

Ѫ ֒   ᾦ Ѵɟ 

 

Ẋ  WPπCONFIG.PHP ײ ѣ΅ ͭ  
 

$table_prefix = ΨwpψΩΤ 
 

ײ ηᾦԉΪ ӽ  4i32aK_  
 

$table_prefix = Ψпi32aKψΩΤ 
 

Ѫ  WordPress Ϊ ѣ ᾦל Ѫάάײ ͭ ɟ Ќ

WordPress ·ẃ ײ Ѫ ᾉ Һ PHPMyAdmin Ẽ  SQL Ѣ1 ײ ɟ 
 

΅ Й  
 

wp_categories, wp_comments, wp_link2cat, wp_links,  wp_options,  wp_post2cat, 

wp_postmeta,  wp_posts,  wp_usermeta,  wp_users 
 

ײ η  
 

4i32aK_categories, 4i32aK_comments, 4i32aK_link2cat, 4i32aK_links,  4i32aK_options, 

4i32aK_post2cat,  4i32aK_postmeta,  4i32aK_posts,  4i32aK_usermeta,  4i32aK_users 
 

Ӟ Є ᵩ Љ ɟWordPress Ϊ ͭЙᵋϝ ᾉЄᾦ ѣ

Ѫ Ẋ Йᵋײ Єɟ 
 

 wp_options2  Ϊ Ѫ  option_name ь wp_user_roles ײ η 

4i32aK_user_roles3 Ȃ 
 

 wp_usermeta ︠ ΠΧᵋ4 ϝײ ЄɟMeta_key  

wp_autosave_draft_ids  wp_user_level ײ η 4i32aK_autosave_draft_ids  

4i32aK_user_levelȂ 
 

OK Є ·  BlogSecurity ּזЄ  WP Prefix Table Changer Ѵ ѣ ͭ ↑ɟ ӽ

Ѵψᾦ ѻ ͭΧ Alpha Ѵ ẏ  bugsȂ 
 

 
 
 
 

1 
ԉ  RENAME TABLE wp_categories TO 4i32a_categories 

 
2 
Ѫӽ ЄⱲ ᾦ ѣẏ ᾦ  

 
3 

UPDATE 4i32a_options SET option_name='4i32a_user_roles' WHERE option_name='wp_user_roles' LIMIT 1 
 

4 
 ͭ Ὃ ηєѪ￼ Ҙ ὲ ͭ ὲ Ҙ   І

 ɛ
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WP Prefix Table Changer 插件 

Ѫ Є WP Prefix Table Changer Ѵזּ ѣ   ΄ ײ ᾦ

ײ ᵋɟ 

 

΅ ψ Ѵ ♩ᾉ Ѵ  WORDPRESS/ WPπCONTENT/ PLUGINS Ϊ

Ѵɟ ψ Ҙ  Plugins ╧΅ὲ ͭΧ Prefix Changer ╧ Ὄψ Ҙ ᾉ Һ΅

 

 

 
 

Ӟ ᾉ Χ╬ Ϊӽ Є ᾦ ײ η Й Ẽ φ

ὲ ḑ Ѫᾦ ӽ  4i32aK_ɟײ ψ Ὄ ľStart RenamingĿ Ѵ

ᾦ ь wp_ ײ ηӞ ᵋɟ ; Ѵ ϝ ײ Є Ѫϝ

ᾦ ɟ 

 

Ѵ ͭ ײ  WPπCONFIG.PHP Ϊ ᾦ ɟ  
 
  ψ Ҙ ᾉͭΧנ  Є WPπ CONFIG.PHP ѴηЄ ậ Ҙ η

￼ ( 644) Є Ѵ Ҙӽ￼ ΐ ײ  ɟ 
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为博客做好准备 
 

 

╬ Є ϝᵩЄͭЙ ậ ΅ Ѫ ײ  

admin ὲ ͭΧ Ќ ӽ ɟ ѪҘ  Role Manager Ѵ Ὓ

І ɟ 

 

修改管理员用户名 

Ӟ ь admin ײ ηͭΧ ᾉ η  WordPress 

η λ Ὄɟ ᵩ ѣ ῼ Ὄɟ 
 

̔ᵰ Ẋ ₯ ᴪ ᵰ ̆ ץ Ḡ Ȃ ױ

ԅ˻  

 

ӽ  ľwpuserĿ ᾉ MySQL ײ  

 
wp $ mysql πu wpuser ςp 

mysql> use wp; 

UPDATE 4i32aK _users SET user_login='admin', user_login='adm'; 

Query OK, 1 row affected (0.01 sec) 

Rows matched: 1  Changed: 1  Warnings: 0 
 
Ѫ  ľadminĿ η ľadmĿ Єɟ Ӟ ӽ ͭЙ· υ ɟ 
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创建受限权限的用户 

ψᾦ ΅ ͭѻ im-web-gefunden  Role manager Ѵɟ Ѵ ѣη Χ Ὓ

ɟ ψ ὲ ͭΧ І ɟ ẊηӞ ὲ ͭΧ

￼ηẻὛ ḑּז ɟ ￼ל

ѹ  ḑ /◘ Ѵ ΄Ҟ Ѵ θ Ẫ Ӛɟ 
 

̔ᵰ ̆ᵰ ᴪ ῃȂľ Ŀ Ȃ 
 

ń Ņ ӄ Ѫ ѣ  Role Manager   ɟ 

 
 
Ѫ І ń Ņ Ѫ ѣ ѴᵩͭЙ ɟ ΅ ɟ 

 

 
 
ר  Role Manager נ  

 
Ӟ ╬ Χ η· Ὓ · θ ɟ 
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ὲ · η·נѹ І΄Ҟ Ѵ Ѵ Ѵ/ / Ẫ

 HTML Ӛ ɟ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
ӽ  Role Manager  
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强化 WordPress 安装5 

ӓ ẏ ┤ Ӛɟ ͭ ╧ ╬ ╬ Ϊ ӄ

Ќ ╬ ͭЙɟӞ ѣ Ỹ η ╬ל ậ ͭ ӄ Ѫ

Ӟ υᵩɟ 
 

限制 w p­content  和 wp­includes  

ͭ ѪҘ ᾏ Й ΄ Θ Є CSS ͭЙ JavaScript 

Ѵ ɟ 

 

ѣ΅ ѡ ᾉӞ  .HTACCESS ѴΪ Й .HTACCESS Ѵ  WPπCONTENT  

WPπINCLUDES ΅  
 

Order Allow,Deny 

Deny from all 

<Files ~ ".(css|jpe?g|png|gif|js)$"> 

Allow from all 

</Files> 
 

̔ᵰ ҹץ ֓Һ ᴆ ԇ PHP Ȃ 
 

限制 w p­admin  
 

限制所有但除了自己的  IP 

Ӟ ͭΧ╧ͭ ╬ Ӟ ᾏ  IP  WPπADMIN ɟ Ӟל ӽ

 IPȂWP-ADMIN Ϊ  .HTACCESS Ѵ ΅  

 
Order deny,allow 

Allow from a.b.c.d #ThatΩs your static IP 

Please add some example for allowed ip ranges 

Deny from all 
 
ל Ѵ ѡ  wp-admin Ҙ ᾏ ӽ IP 

Ồ ɟ 

 

ͭὝ WPπADMIN Ҙ ᾏ Є Ӟ  IPɟ 
 
 
 
 
 
 
 
 
 
 
 
 
 

5 
Ⱳ http://blogsecurity.net/WordPress/articleπ210607/ 
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ל Ӟы ѣ ѹӓ ᾉ wp-admin 

ӄ Ѫ  Єͭ ѣ Ӛɟ 

 

.htaccess  文件 

WPπADMIN Ϊ  .HTACCESS Ѵ ΅  
 

#this file should be outside your webroot. 

AuthUserFile /srv/www/user1/.htpasswd 

AuthType Basic 

AuthName άBlogέ 

require user youruser #making this username difficult to guess can help mitigate password 

brute force attacks. 
 

.ht passwd  文件 

Ѵ
6
 ѣ ᾉ ψ ΄ Χ ɟ 

 

 
$ htpasswd πcm .htpasswd blog 

New password: 

Reπtype new password: 

Adding password for user blog 
 

 

.htpasswd Ѵ ᾦ Ϊὲ Є ל Ѵ  wpπadmin/.htaccess Ϊ 

AuthUserFile ɟ 

 

ͭ΅ ӚЄɟ Ӟ ╬ Ҙ Ӟ Ẫ ѣ

ɟ Ὃ ͭ΅  Ѵ ֒ ɟ 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
6 
ẸЌ Ѵ  http://httpd.apache.org/docs/1.3/mod/mod_auth.html 
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SPAM  
 

 

╬ ͭΧ   ѣ גּ ӄ · ;Χ Ϊ Π

Χ ɟ ѣηЄ Ї Ѫ Єזּ ͭЙ Ҙ

Ѫ ӽ גּ נּ Єɟ 

 

ḑ  Ľ ń· и Ņɟ ḑ ѣ ӄ￼

ψᾦ ΅ Ѫь Mustlive ḑ  bugs Ϊ ɟ ḑ θ

ᾉ Є Є иɟ  TMD ΄

Й ɟ 

 

 Ľ ố ɟ  ↑ ѣ   ѣ ḑ Ќ

ͭ Єɟ Ѫ￼ Ẫ ӄ Ѫ

ӍͭΧ OpenID ͭΧ Ỹ ɟ 

 
╧ Ľ Ѵ ֒Є ╧  Ӟ ѣ Йń Ņ╧

ɟ · ӞѪ ͭЉ Ѫ ѣ

ẻє ╧ ӄ╧ ӽ · υ Єɟ 
 

JavaScript π BlogSecurity  SpamBam Ѵ ӽ ͭΧ

ɟ ᾦ ͭΧ ᾏ

ͭЙ·  JS  ↑ ɟ Χ Ѵ η ͭΧ

ӄ     ɟ 
 

Smart Checks π ͭЙ ҺЌ Akismet ɟ Ѫ Ὦ ͭ Ὦ ╧

η ɟ ӽ ӄӞ ᾉ ;   Ҙ

ɟ 

 

Ѵ ֒ Ѫ Ӟӽ ѣ΅ ͭ Π  

Akismit ς Automattic Ѵ( ֒ API key) 

SpamBam ς BlogSecurity Ѵ 
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Blog  加密 
 

 

╬ ל  HTTPS ╡ ѣ Ὄ  HTTP ╡  

Ҟ לּ ɟ 

 

 
 

Ẋ Ӟ ╬  HTTPS ╡ ╧ Ӟ Ϊ Ẫѣ΅  
 

https://yourblog/ 
 

 HTTPS ╡ Ὃ Ϥ Є Ӎ Google Ӟ ɟ Ѫ ɟ 
 
ͭ Є SSL(HTTPS) Ѫ ͭΧ Ѵ ӽ Ѫ    HTTPS ╡

ɟ 

 
Ӟ υ BlogSecurity ֒Є Ѵ Ӟ ѣ  bs-wp-encrypt Ѵɟ לּ

 

΅  bsπwpπhttps_php.txt η bsπwpπhttps.php ΄Ҟᾉ wpπcontent/plugins/ 

ψ Ӟ ╬ ᾄ ┤ ΐҘ    HTTPSȂ 
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重要插件 
 
 

BlogSecurity ֒ЄͭЙ Ѵ ѣ Ὄ · υ Ѫ ӞѪ Й

Ѵɟ 

 

去除 WordPress  版本信息 
 
 

BlogSecurity Wordpress Noversion Ѵ (bsπwpπnoversion) ѣ  WordPress ︠ͭ

Χ ╧ӄ Ѵɟ 

 

Ὄ   Ҙ Ὄѣᾦ לּ Ѵ ע  WordPress נ

ѣӽ Й Ќ Ὄ Ὄ Ѫ נע ɟ 

 

̔ ᴆ ֓ᶭ ԍ WordPress Ḥ ᴆ֟ Ȃ 
 

bsπwpπnoerrors Ѵ ѣ ΅ ɟ 
 

去除数据库错误信息 
 

 

Ѵ·  WordPress 2.3.2 ηẻ נ Ẹ Єɟӄ ѣ  

WordPress Ϊӽ ɟ 
 

WordPress נ Є  
 

 
function show_errors() {  

$this- >show_errors = true;  

}  

 

̔  PHP Ḥ ῏ ̆ᵖ Ḥ ׅ ᴪ Ȃ ᴆ ῏ץ  WordPress 

Ḥ ץ̆ ֓ Ḥ ₮ ̆ ╠ Ȃ 

 
bsπwpπnoerrors Ѵ ѣ ΅ ɟ 
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超越安全 

΅ Ѵ   ѣ ╬ ậ ɟ 
 

WPIDS  ­ 侵入检测 

BlogSecurity  PHPIDS (Intrusion Detection System) ᾉЄ WordPressȂPHPIDS ѣ ᾉ

֬Ẫѿ ɟ Ѫӽ ͭ Ẽ ◑ Ὄɟ Χ֬Ẫ Ҙ ѣӞ ѣ

Йͭלּ ɟ Є ᵋ ӞҘ ᾉͭ Ѵ ΧẪ֬ ẻ ɟ

Ӟ ѣ Ὄ  IP ΄  WPIDS Ҙ

ẪɟӞ ѣ  PHPIDS ּל Ѵɟ 

ηЄӽ Ѵ ᾂ Ӟ Є PHP 5.1.6ɟͭΧ℅  BlogSecΩs 

recent addition, WPπ Lockdown ◓ זּ ѣ אָ Ẹ Ѫɟ 

 

Wo rdPr ess Plugin  Tracker  – 今天，你升级了嘛？ 

Ӟ ╬ Ѵ ь זּ υӞ ӽ Є Ӟ

ѣ  WordPress Plugin Tracker Ѵ Ѵ ӽ Є ɟ

Ѵψ Ѵ Ӟ ӽ Ѵ ΅  

 

 
 
 

Ѵ Є ӞҘ Ѵ Ὄ Ѵ Ҙ ᾉ Ѵ

╙ ɟ ╧ ל Ѵ ɟ 
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Wo rdPr ess 在线安全扫描 

BlogSecurity ּזЄͭΧ ậ Ẽ Ӟ ╬ ậ ɟ λ

Ѵ ᵩ Ὃ ɟ 

 

 
 

WPπScanner ͭΧẏ   ш Є 5000 ӗΧ╬ Љ ΄ Ξ

Є Ὄ לּ נ ɟ 

 

 

结束语 

ᾉ Є Ѫ Ӟ Ϥ   Є ậ ɟ Ӟ Ӟ

נ Љּג Ѫɟ 

 
 

关于翻译 

Ϥ  Andor Chen Ќ 2008 4 22 Ⱳ  BlogSecurity.net Ϊ

 Andor Chen ל ɟ Ќń - Ζ ӽ -

ẶЩ 3.0 UnportedŅּז ɟ 
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