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Introduction 

This paper provides you with all necessary information to improve the security for your blog.  We try 

to describe the steps in an easy, understandable way without to much tech talk, so that you can 

Ŝŀǎƛƭȅ Ŧƻƭƭƻǿ ǘƘŜƳ ŀƴŘ ȅƻǳ ŘƻƴΩǘ Ǌǳƴ ƛƴǘƻ ǇǊƻōƭŜƳǎ ǿƛǘƘ ŀǇǇƭȅƛƴƎ ǘƘŜǎŜ ŎƘŀƴƎŜǎ ǘƻ ǎŜŎǳǊŜ ȅƻǳǊ ōƭƻƎΦ 

All information can be found on BlogSecurity.net; this paper serves as a compact guide to secure 

your blog. We will strive to keep this document updated, so check back regularly. 

If you have questions, problems, ideas or something else related to this paper, feel free to contact us. 

Important: Before using any of the techniques outlined is this paper please perform a full backup of 

your WP files and Database. {ŜŜ ƻǳǊ ά5 failsafe steps to upgrade WordPressέ ŦƻǊ ƘŜƭǇΦ 

Installing WordPress 

Accessing your WordPress tables 

 
Before you even start to install your blog it is important to choose the right type of database user 

ǿƛǘƘ ǘƘŜ ǊƛƎƘǘ ǇŜǊƳƛǎǎƛƻƴǎΦ ¢ƘŜ ƛŘŜŀ ōŜƘƛƴŘ ǘƘƛǎ άǾƛǘŀƭέ ǎǘŜǇ ƛǎ ǘƻ ǳse a limited database user to 

administrate your blog. In the event that your blog is compromised, the attacker will struggle to 

escalate his/her privileges outside of your blog (i.e. the rest of the web server or hosted account).  

Note: Never let a web application access the database with a root user. In short, you are looking for 

trouble. 

Your user-account should have no global SQL privileges as well as limited access to the database 

where your WordPress tables resideΦ LǘΩǎ ŜƴƻǳƎƘ ǘƻ ƎƛǾŜ ȅƻǳǊ ǳǎŜǊ the following rights in order to 

perform all daily tasks: 

 For Data: SELECT, INSERT, UPDATE, DELETE 

 For Structures: CREATE, ALTER, DROP 

LŦ ȅƻǳΩǊŜ ƻƴƭȅ ŀƭƭƻǿŜŘ ǘƻ Ǌǳƴ ƻƴŜ ŘŀǘŀōŀǎŜ ǿƛǘƘ ȅƻǳǊ hosting account, but you can create multiple 

users within this database, create a user whose access is limited to the WordPress tables spoken of. 

The privileges should be: 

 For Data: SELECT, INSERT, UPDATE, DELETE 

 For Structures: ALTER 

²Ƙȅ ŀǊŜ ǿŜ ŘƻƛƴƎ ǘƘƛǎΚ LǘΩǎ ŦƻǊ ȅƻǳǊ ǎŜŎǳǊƛǘȅΣ ǎƻ ƛŦ ŀƴ ŀǘǘŀŎƪŜǊ Ǝŀƛƴǎ ŀŎŎŜǎǎ ǘƻ ȅƻǳǊ blog and is able to 

run queries, these queries are then limited only to your WordPress installation and not the rest of 

your databases. 

 

http://blogsecurity.net/
http://blogsecurity.net/contact/
http://blogsecurity.net/wordpress/5-step-failsafe-upgrade-for-wordpress/
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Changing your WordPress Table Prefix 
To mitigate SQL injection threats you should change the default WordPress prefix from wp_ to 

something more random like 4i32a_.  Often attackers use public exploits of the Internet. These 

ŜȄǇƭƻƛǘǎ ǿƛƭƭ ƭƛƪŜƭȅ ǊŜƭȅ ƻƴ ǘƘŜ ŦŀŎǘ ǘƘŀǘ Ƴƻǎǘ ²ƻǊŘtǊŜǎǎ ƛƴǎǘŀƭƭŀǘƛƻƴǎ ǳǎŜ ǘƘŜ ǘŀōƭŜ ǇǊŜŦƛȄΣ άǿǇψέΦ 

Changing this will make it more difficult for an attacker to successfully run exploits.   

To easily recognize which prefix stands for which web application you can keep something within the 

prefix of the application, such as wp_4i32a_ or wp4i32a_. LǘΩǎ Ƨǳǎǘ ƛƳǇƻǊǘŀƴǘ ǘƻ ƳƻŘƛŦȅ ƛǘΣ ǎƻ ŀƴ 

ŀǘǘŀŎƪŜǊ ŎŀƴΩǘ Ŝŀǎƛƭȅ Ǝuess your WordPress prefix. 

Before Installation 
If you just start to install WordPress this step is quite easy to achieve, all you need to do is to change 

this line from the WP-CONFIG.PHP file: 

 $table_prefix = ‘wp_’; 

to something different, for our example: 

 $table_prefix = ‘4i32a_’; 

After that you can simply run the installation routine of WordPress and all tables and fields are 

created with your different WordPress prefix. 

Manually Change 
You want to change the table prefix on an existing installation it requires a few additional steps. This 

use to be a tedious process and explained below, however, for the quick solution see the next 

section. 

The first step is to open your WP-CONFIG.PHP file and change that line: 

 $table_prefix = ‘wp_’; 

To use the previous example again ǿŜΩǊŜ ǳǎƛƴƎ ǘƘŜ ǇǊŜŦƛȄ 4i32a_ so our line should look like this: 

 $table_prefix = ‘4i32a_’; 

Now that this is done we need to rename all WordPress tables to match the new prefix, to achieve 

that we need to run a SQL Command1 within a web interface like PHPMyAdmin or similar, as 

WordPress ŘƻŜǎƴΩǘ ŀƭƭƻǿ ƛǘ ǘƻ ŎƘŀƴƎŜ ǘƘŜ prefix directly. 

So these tables: 

wp_categories, wp_comments, wp_link2cat, wp_links,  wp_options,  wp_post2cat,  

wp_postmeta,  wp_posts,  wp_usermeta,  wp_users 

Should become this: 

                                                             
1 Example Query: RENAME TABLE wp_categories TO 4i32a_categories 
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4i32a_categories, 4i32a_comments, 4i32a_link2cat, 4i32a_links,  4i32a_options,  

4i32a_post2cat,  4i32a_postmeta,  4i32a_posts,  4i32a_usermeta,  4i32a_users 

bƻǿ ȅƻǳ Ƴŀȅ ǘƘƛƴƪ ǘƘŀǘ ǿŜΩǊŜ ŘƻƴŜ ǊƛƎƘǘΚ .ǳǘ ǘƘŀǘΩǎ ƴƻǘ ǘƘŜ ŎŀǎŜ.  WordPress includes some values 

with the table prefix as well. In order to be able to use your blog we need to change them first. 

Within the table wp_options2 we need to change the value of one record for the field option_name 

from wp_user_roles to 4i32a_user_roles3. 

Now you need to replace two4 other values in this table: wp_usermeta. 

The values wp_autosave_draft_ids and wp_user_level for the field meta_key need to be changed to 

the new prefix: 4i32a_autosave_draft_ids and 4i32a_user_level. 

¢ƘŀǘΩǎ ƛǘΗ  But BlogSecurity has made this even easier with WP Prefix Table Changer. 

 

Through WP Prefix Table Changer 
We created a plugin called WP Prefix Table Changer,  which automates the whole process of 

renaming your WordPress tables and the mentioned table entries. 

After you downloaded the plugin from BlogSecurity.net, you just need to extract the files into your 

WordPress plugin-folder, which should be WORDPRESS/WP-CONTENT/PLUGINS. After this you need to 

enter the WP-Admin area and enable the WP Prefix Table Changer Plugin. After the activation a new 

submenu tab appears within the plugin page menu called Prefix Changer, click on it. On that page 

you see the following: 

 

As you can see you this blog is using the default database WP Prefix. Now change that displayed 

prefix to something random, meaningless like our old  example 4i32a_. Once done, just click the 

Ψ{ǘŀǊǘ wŜƴŀƳƛƴƎΩ ōǳǘǘƻƴ and the plugin starts to rename all table names from wp_ to your selected 

random string. It should be noted that 3rd Party Component Tables are also changed, as they need 

that new prefix too. 

                                                             
2 The default prefix is used, to avoid confusions that could occur if we would use the new prefix 

3 UPDATE 4i32a_options SET option_name='4i32a_user_roles' WHERE option_name='wp_user_roles' LIMIT 1 

4 NoteΥ ƛǘ Ŏŀƴ ōŜ ǘƘŀǘ ǘƘŜǎŜ ŦƛŜƭŘǎ ŘƻƴΩǘ ŜȄƛǎǘ ŎǳǊǊŜƴǘƭȅΣ ŀǎ ǘƘŜȅΩǊŜ Ƨǳǎǘ ŎǊŜŀǘŜŘ ǿƘŜƴ ǘƘŜȅΩǊŜ ƴŜŜŘŜŘΣ ƻƴŎŜ ǘƘŜȅ 

get created they get the correct value automatically 

http://blogsecurity.net/wordpress/tool-130707/
http://blogsecurity.net/wordpress/tool-130707/
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The ǇƭǳƎƛƴΩǎ last step is to change the prefix within the WP-CONFIG.PHP file. 

¸ƻǳΩƭƭ get a message if this process has succeeded or failed. If the process is successful the WP-

CONFIG.PHP file will be made read-only (644) for security purposes, if the process failed the file is 

mostly unwriteable already. So if the process failed all you need is to open the WP-CONFIG.PHP file 

manually and change the table prefix to your new random prefix. 

Preparing the Blog 
Now your blog is installed and some excellent security fundamentals are in place, well done! Next we 

are going to make some changes to your WP-users, in order to improve the security. 

Changing your Admin Username 
You should rename your default administration account from admin to something harder to guess, 

as all currently available WP versions are vulnerable to User Enumeration.  Changing the default 

admin account to another name will help mitigate password brute force attacks. 

Note: You must assume the attacker will know your username. Therefore, ensure that you have 

chosen a strong password. 

Login with your Admin account and create a new user, which holds the role Administrator.  Set the 

username to something that is hard to guess or enumerate. Give him a password (something not so 

easy to guess, with non alphanumeric characters) and so on, you can use the same email as for your 

old Admin account, as we are going to delete that. 

!ŦǘŜǊ ǘƘŜ ŀŎŎƻǳƴǘ ƛǎ ŎǊŜŀǘŜŘ ȅƻǳ ƴŜŜŘ ǘƻ ǎǿƛǘŎƘ ǘƘŜ ŀŎŎƻǳƴǘ ȅƻǳΩǊŜ ǳǎƛƴƎ ŎǳǊǊŜƴǘƭȅΦ  bƻǿ ȅƻǳΩǊŜ 

ƭƻƎƎŜŘ ƛƴ ǿƛǘƘ ȅƻǳǊ ƴŜǿ ŀŘƳƛƴ ŀŎŎƻǳƴǘΦ LǘΩǎ ǘƛƳŜ ǘƻ ŘǊƻǇ ȅƻǳǊ ƻƭŘ ŀŘƳƛƴ.   

Create a new limited access user 
Before we start with that step you should grap yourself a copy of the plugin Role Manager by im-

web-gefunden. This plugin will enable you to set granular WP user permissions for each user. After 

you activated the plugin, create a new user account with the features that you like. 

The less that your user account is able to do the better your security will be; your new user should 

have no higher role than Contributor. 

The role of Contributor may not have enough rights by default, therefore we installed the Role 

Manager plugin before. That plugin allows it to set additional rights for each user that ƘŜ ǿƻǳƭŘƴΩǘ 

normally have with his role, you can change the role rights or even create new roles. 

http://blogsecurity.net/news/news-180707
http://www.im-web-gefunden.de/wordpress-plugins/role-manager/
http://www.im-web-gefunden.de/wordpress-plugins/role-manager/
http://www.im-web-gefunden.de/wordpress-plugins/role-manager/
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As a standard ǿŜ ǎǳƎƎŜǎǘ ƴŜǿ ǳǎŜǊǎ ōŜ ƎƛǾŜƴ άŎƻƴǘǊƛōǳǘƻǊέ ƭŜǾŜƭ ŀŎŎŜǎǎΣ ƘƻǿŜǾŜǊΣ ǘƘƛǎ ǇƭǳƎƛƴ ŀƭƭƻǿǎ 

you a lot more flexibility. As seen below.  

 

See: Role Manager information. 

If you have multiple users, it is best to change the rights for the additional role, or maybe you should 

even create a new role as you want to run some users within normal roles as well.  

²ƘŜƴ ŎǊŜŀǘƛƴƎ ǳǎŜǊǎΣ ōŜ ǿŀǊȅ ƻŦ ŀƭƭƻǿƛƴƎ ǳƴǘǊǳǎǘŜŘ ǳǎŜǊǎ ŀŎŎŜǎǎ ǘƻ ǊƻƭŜǎ ǎǳŎƘ ŀǎ άǳǇƭƻŀŘ ŦƛƭŜǎέΣ 

άƎŜƴŜǊŀƭ ǇƭǳƎƛƴ ŀŎŎŜǎǎέΣ άŜŘƛǘ ŦƛƭŜǎκǇŀƎŜǎκǇƻǎǘǎέΣ άƛƳǇƻǊǘέ ŀƴŘ άǳƴŦƛƭǘŜǊŜŘ ƘǘƳƭέΣ ŀǎ ǘƘŜǎŜ ǊƻƭŜǎ ƎƛǾŜ 

the user a lot of power. In two words, be wise. 

Changing the role rights with Role Manager 

http://www.im-web-gefunden.de/wordpress-plugins/role-manager/
http://www.im-web-gefunden.de/wordpress-plugins/role-manager/
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Hardening your WP Install5 
This will cover how to protect your admin area from unauthorised access. This step is easier to 

achieve for single user blogs, and can be a real pain for multiple user blogs. You have to decide if you 

want to shoulder that in order to secure your blog or not, but you should. 

Restricting wp-content & wp-includes 
In this ǎǘŜǇ ǿŜΩǊŜ ƎƻƛƴƎ ǘƻ ƭƛƳƛǘ ǘƘŜ ŀŎŎŜǎǎ ǘƻ ǘƘŜǎŜ ŘƛǊŜŎǘƻǊƛŜǎΣ ǿŜΩǊŜ Ƴŀƛƴƭȅ going to generally deny 

everything, except the request for images, CSS and some JavaScript files. 

You need to put this code into your .HTACCESS file for the folders WP-CONTENT & WP-INCLUDES: 

Order Allow,Deny 

Deny from all 

<Files ~ ".(css|jpe?g|png|gif|js)$"> 

 Allow from all 

</Files> 

bƻǘŜΥ ¸ƻǳ Ƴŀȅ ǿŀƴǘ ŀŘŘ άǎǇŜŎƛŦƛŎέ tIt ŦƛƭŜόǎύ ŀŎŎŜǎǎ ŦƻǊ ŎŜǊǘŀƛƴ ǘŜƳǇƭŀǘŜǎ ŀƴŘ ǇƭǳƎƛƴǎΦ 

Restricting wp-admin 

Block all except your IP 

If you run a single user blog, you may want to restrict access to your WP-ADMIN directory via IP. Make 

ǎǳǊŜ ȅƻǳ ƘŀǾŜ ŀ ǎǘŀǘƛŎ Lt ŀŘŘǊŜǎǎ  όƻƴŜ ǘƘŀǘ ŘƻŜǎƴΩǘ ŎƘŀƴƎŜύ ōŜŦƻǊŜ ŘƻƛƴƎ ǘƘƛǎΦ ¢ƘŜ .HTACCESS file 

within WP-ADMIN should look like that: 

Order deny,allow 

Allow from a.b.c.d #That’s your static IP 

Deny from all 

Save the file and try to access the wp-admin folder through a web proxy; it should be blocked if 

everything is working correctly. After that try access it directly with your IP (a.b.c.d). 

If everything works correctly WP-ADMIN will now be restricted only to the IP(s) of your choice. 

Password Required - .htpasswd 
Certainly the preferred option is to use password protection. This means you can still access your 

admin directory from anywhere, however, it adds an additional security layer. 

The .htaccess file 

he .HTACCESS file within WP-ADMIN should look like that: 

 

AuthUserFile /srv/www/user1/.htpasswd #this file should be outside your webroot. 

AuthType Basic 

                                                             
5 The original article can be found here: http://blogsecurity.net/WordPress/article-210607/ 
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AuthName “Blog” 

require user youruser #making this username difficult to guess can help mitigate password 

brute force attacks. 

The .htpasswd file 

This file6 should, as already mentioned, be placed somewhere out of your web directory, ideally one 

folder above it.  To generate the password encrypted you can use: 

http://www.euronet.nl/~arnow/htpasswd/ but many others are available as well, simply input your 

username and your plain password into this form and then write the outputted code into the 

.HTPASSWD file, your file should now look like this: 

Yourusr:$a983seJ/a25.Aa 

Now test it to see if everything is working; ƛŦ ǘƘŀǘ ƛǎƴΩǘ ǘƘŜ ŎŀǎŜ, rewrite the encrypted password. 

MUSTHAVE Plugins 
Not every plugin is potentially a additional security risk.  This list of plugins can greatly improve the 

security of your blog. 

WPIDS - Detect Intrusions 
BlogSecurity have ported PHPIDS (Intrusion Detection System) into WordPress. PHPIDS is able to 

detect various intrusion attempts. We use this facility to block dangerous attacks. Every intrusion is 

logged in the database, so you can keep track and take the necessary steps if neededΦ ¸ƻǳΩǊŜ ŀōƭŜ ǘƻ 

get an email if the impact was bigger than a defined value (every intrusion has its own threat score). 

You can also block the ŀǘǘŀŎƪŜǊΩǎ IP for a giveƴ ŀƳƻǳƴǘ ƻŦ Řŀȅǎ ƛŦ ǘƘŜ ǘƘǊŜŀǘ ƛǎƴΩǘ ǎŎƻǊŜŘ ƭƻǿƭȅΣ 

however, in all cases WPIDS will attempt to sanitise bad input. You can get your copy from the official 

PHPIDS website. Note: In order to be able to use this plugin you need to run at least PHP 5.1.6 or 

higher. ! ƴŜǿ ǾŜǊǎƛƻƴ ƻŦ ²tL5{ ǿƛƭƭ ōŜ ǊŜƭŜŀǎŜŘ ǎƘƻǊǘƭȅ ǘƘŀǘ ƛƴŎƭǳŘŜǎ .ƭƻƎ{ŜŎΩǎ ǊŜŎŜƴǘ ŀŘŘƛǘƛƻƴΣ ²t-

Lockdown, so keep posted. 

                                                             
6 More information about that file can be found here: http://httpd.apache.org/docs/1.3/mod/mod_auth.html 

http://php-ids.org/files/wp-ids.zip
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WordPress Plugin Tracker ɀ Are you updated? 
If you just installed your blog and all plugins from the developer website you should already be 

running the latest version. You should install the WordPress Plugin Tracker plugin to keep track if 

ȅƻǳΩǊŜ ǳǎƛƴƎ ǘƘŜ ƭŀǘŜǎǘ plugin versions. After you installed and activated the plugin, run it to see if 

your plugins are the current versions. You should see something like this: 

 

This is how the example page of the Plugin Release Tracker looks 

LŦ ǎƻƳŜ ǇƭǳƎƛƴǎ ŀǊŜƴΩǘ ǳǇ ǘƻ ŘŀǘŜΣ ȅƻǳΩƭƭ ōŜ ƴƻǘƛŦƛŜŘ ŀōƻǳǘ ƛǘ ŀƴŘ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ǘƛǘƭŜ ƻŦ ǘƘŜ ǇƭǳƎƛƴ 

ǘƻ ǘƘŜ ƭŜŦǘΣ ȅƻǳΩǊŜ Ŝŀǎƛƭȅ ŦƻǊǿŀǊŘŜŘ ǘƻ ǘƘŜ ǇƭǳƎƛƴ ǇŀƎŜ ǿƘŜǊŜ ȅƻǳ Ŏŀƴ ƎǊŀō ǘƘŜ ǳǇŘŀǘŜΦ {ƻ ƛǘΩǎ Ŝŀǎȅ ǘƻ 

keep your blog updated. 

http://www.wp-plugins-db.org/wp-plugins-tracker/
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WordPress Online Security Scanner 
BlogSecurity has written a WordPress security checking tool, to check your blog for common security 

weaknesses. It is excellent at enumerating plugins, checking for Cross-Site Scripting vulnerabilities 

and much more.  

 

WP-Scanner is a free online service and has tested more then 5000 blogs to date. Check out more 

information here. 

The End 
We reached the end of our whitepaper. We hope ȅƻǳ ŜƴƧƻȅŜŘ ƛǘΣ ŀƴŘ ǘƘŀǘ ȅƻǳΩƭƭ ƘŀǾŜ ǎǳŎŎŜǎǎ 

implementing these vital security steps. Its always a pleasure to get feedback and your stories so 

please contact us. 

 

http://blogsecurity.net/wordpress/tools/wp-scanner/
http://blogsecurity.net/contact/

