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Introduction

This paper provides you with all necessary information to improve the security for your blog. We try

to describe the steps in an easy, understandable way without to much tech talk, so that you can
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All information can be found on BlogSecurity.net; this paper serves as a compact guide to secure

your blog. We will strive to keep this document updated, so check back regularly.
If you have questions, problems, ideas or something else related to this paper, feel free to contact us.

Important: Before using any of the techniques outlined is this paper please perform a full backup of
your WP files and Database. { S S failshkd steps to upgrade WordPressé T2 NJ K St LI®

Installing WordPress

Accessing your WordPress tables

Before you even start to install your blog it is important to choose the right type of database user

GAGK GKS NARIKG LISNXYAZAAZ2Y A dsedlififed datidbSdusett&E KA Y R G KA a
administrate your blog. In the event that your blog is compromised, the attacker will struggle to

escalate his/her privileges outside of your blog (i.e. the rest of the web server or hosted account).

Note: Never let a web application access the database with a root user. In short, you are looking for
trouble.

Your user-account should have no global SQL privileges as well as limited access to the database
where your WordPress tablesreside® L (1 Q& Sy 2 dz3 fhe folBwing AgiiisSn okie? tdzNJ dza S NJ
perform all daily tasks:

For Data: SELECT, INSERT, UPDATE, DELETE
For Structures: CREATE, ALTER, DROP

LT @2dzQNB 2yt e | ff26S Riostingacchulzybut foy Gn crigdteiinbiitiple 8 S 6 A G K
users within this database, create a user whose access is limited to the WordPress tables spoken of.
The privileges should be:

For Data: SELECT, INSERT, UPDATE, DELETE
For Structures: ALTER

2Ke NP ¢S R2Ay3 (KAAK LIQa T2N & ddgNdds DOdeNA G &> &
run queries, these queries are then limited only to your WordPress installation and not the rest of
your databases.
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Changing your WordPress Table Prefix

To mitigate SQL injection threats you should change the default WordPress prefix from wp_ to

something more random like 4i32a_. Often attackers use public exploits of the Internet. These

SELX 2A04 o6Aff tA1Sfte NBfte 2y (GKS FFOG GKFG Y2ai
Changing this will make it more difficult for an attacker to successfully run exploits.

To easily recognize which prefix stands for which web application you can keep something within the
prefix of the application, such as wp_4i32a_orwp4i32a_.L 1 Q& 2dza i AYLERNIFyd G2 Y
FOaaGF O1 SN @ds you@ WordBressipkefix@ 3

Before Installation
If you just start to install WordPress this step is quite easy to achieve, all you need to do is to change
this line from the WP-CONFIG.PHP file:

$table_prefix = wp _ '
to something different, for our example:
$table_prefix = "4i32a_"';

After that you can simply run the installation routine of WordPress and all tables and fields are
created with your different WordPress prefix.

Manually Change

You want to change the table prefix on an existing installation it requires a few additional steps. This
use to be a tedious process and explained below, however, for the quick solution see the next
section.

The first step is to open your WP-CONFIG.PHP file and change that line:
$table_prefix = *"“wp_';

To use the previous example again @ S QNB  dz& A ¥iBa_ Eol6us lind sl dficbiike this:
$table_prefix = *“4i32a_";

Now that this is done we need to rename all WordPress tables to match the new prefix, to achieve
that we need to run a SQL Command® within a web interface like PHPMyAdmin or similar, as
WordPressR2 S&ay Qi | f £ 2 prefikdirecly2 OKI y3IS GKS

So these tables:

wp_categories, wp_comments, wp_link2cat, wp_links, wp_options, wp_post2cat,
wp_postmeta, wp_posts, wp_usermeta, wp_users

Should become this:

! Example Query: RENAME TABLE wp_categories TO 4i32a_categories
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4i32a_categories, 4i32a_comments, 4i32a_link2cat, 4i32a_links, 4i32a_options,
4i32a_post2cat, 4i32a_postmeta, 4i32a_posts, 4i32a_usermeta, 4i32a_users

b2g @e2dz YIe GKAY]l GKI G 6 SQNBVorBrest ScludeRsaié valkes . dzi G K |
with the table prefix as well. In order to be able to use your blog we need to change them first.

Within the table wp_options” we need to change the value of one record for the field option_name
from wp_user_roles to 4i32a_user_roles.

Now you need to replace two* other values in this table: wp_usermeta.
The values wp_autosave_draft_ids and wp_user_level for the field meta_key need to be changed to
the new prefix: 4i32a_autosave_draft_ids and 4i32a_user_level.

¢ K I { BulBlogSacttity has made this even easier with WP Prefix Table Changer.

Through WP Prefix Table Changer

We created a plugin called WP Prefix Table Changer, which automates the whole process of

renaming your WordPress tables and the mentioned table entries.

After you downloaded the plugin from BlogSecurity.net, you just need to extract the files into your
WordPress plugin-folder, which should be WORDPRESS/WP-CONTENT/PLUGINS. After this you need to
enter the WP-Admin area and enable the WP Prefix Table Changer Plugin. After the activation a new
submenu tab appears within the plugin page menu called Prefix Changer, click on it. On that page
you see the following:

oard ‘Write Manage Comments Elogroll Presentation Users Options

(Rl X=l\{:T 0 Frefix Changer

WP Pretix Changer

This plugin will change your database table prefix to mitigate zero-day QL Injection attacks.

Flease Change the current: wp_ prefix to something different {.e. 613fa1). | Start Renaming

As you can see you this blog is using the default database WP Prefix. Now change that displayed
prefix to something random, meaningless like our old example 4i32a_. Once done, just click the
W{ G NI wS Yy bn¥theypldgd stadtelmdirén2mé all table names from wp_ to your selected
random string. It should be noted that 3™ Party Component Tables are also changed, as they need
that new prefix too.

> The default prefix is used, to avoid confusions that could occur if we would use the new prefix
3 UPDATE 4i32a_options SET option_name='4i32a_user_roles' WHERE option_name="wp_user_roles' LIMIT 1
“NoteY Al Oly 6S {(KIFi (KS&S FTAStR&a R2yQl SEA&G OdNNByf

get created they get the correct value automatically
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The LIt dz3aht yteQ & to change the prefix within the WP-CONFIG.PHP file.

. 2 dge} & rhessage if this process has succeeded or failed. If the process is successful the we-
CONFIG.PHP file will be made read-only (644) for security purposes, if the process failed the file is
mostly unwriteable already. So if the process failed all you need is to open the WP-CONFIG.PHP file
manually and change the table prefix to your new random prefix.

Preparing the Blog
Now your blog is installed and some excellent security fundamentals are in place, well done! Next we
are going to make some changes to your WP-users, in order to improve the security.

Changing your Admin Username
You should rename your default administration account from admin to something harder to guess,
as all currently available WP versions are vulnerable to User Enumeration. Changing the default

admin account to another name will help mitigate password brute force attacks.

Note: You must assume the attacker will know your username. Therefore, ensure that you have
chosen a strong password.

Login with your Admin account and create a new user, which holds the role Administrator. Set the
username to something that is hard to guess or enumerate. Give him a password (something not so
easy to guess, with non alphanumeric characters) and so on, you can use the same email as for your
old Admin account, as we are going to delete that.

' FGSNI GKS | O02dzyi A& ONBL

R &2dz yB3R ‘ZMQ&BGOK
f233SR AY 6A0GK @2dz2NJ ySg A
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Create a new limited access user

Before we start with that step you should grap yourself a copy of the plugin Role Manager by im-
web-gefunden. This plugin will enable you to set granular WP user permissions for each user. After
you activated the plugin, create a new user account with the features that you like.

The less that your user account is able to do the better your security will be; your new user should
have no higher role than Contributor.

The role of Contributor may not have enough rights by default, therefore we installed the Role
Manager plugin before. That plugin allows it to set additional rights for each userthat K S ¢ 2 dzf Ry Q1
normally have with his role, you can change the role rights or even create new roles.
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you a lot more flexibility. As seen below.

Assigh extra capabilites

[] Activate Plugins [] Create Users

Delete Posts [] Delete Priwate Pages
[] Delete Users [ Edit Files
[ Edit Plugins Edit Posts
Edit Published Posts [ Edit Themes
[] Manage Links [ Manage Options
Read [] Read Private Pages

[ Upload Files

See: Role Manager information.

If you have multiple users, it is best to change the rights for the additional role, or maybe you should
even create a new role as you want to run some users within normal roles as well.

2 KSYy ONXBIGAy3
GISYSNIt LI dAAY

ySo

[[] Delete Others Pages

[[] Delete Private Posts

[ Edit Others Pages

[] Edit Private Pages

[ Edit Users

Moderate Comments

[] Read Private Posts

dzZaSNBRX o085
F O0S&a4a¢ sz

the user a lot of power. In two words, be wise.

Administrator {rename)

W -~

¥ activate H 2gIns Create Users

/

“ Delete Posts . Delste Private Pages

-

* Deleto Users Edit Files

Edit Plugins Edit Posts

* Edit Published Posts Edit Thermnes

Manage Links Manage Options
“ Read Fead Private Pages
* Upload Files LserLevel | 10

Editor (rename,delete)

— acovare Mugins _ Cregte Lisers
- Delete Posts o Delete Private Fages
o -

Delete Lisers Edit Files

Changing the role rights with Role Manager

Dolete Others Fages

Delete Private Posts

* Edit Cthers Pages

Edit Private Pages

Edit Users

* Maderate Comments

* Read Prvate Posts

Delete Private Posts

Edit Oehers Pages

dza S N&
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0S IAAGBSYy aO2y i NROdzi 2 N

[] Delete Others Posts

[] Delete Published Pages

[ Edit Others Posts

[] Edit Private Posts

[ Import

[ Publish Pages

[ switch Themes

z

(4]

I N2
aSRA

27

’ Delete Others Fosts
*" Delea Published Pages

Edit Cehers Posts

£dit Private Pasts

: Import
Publish Pages

~ Switch Themes

Delege Others Posts

' Delete Published Pages

Edit Oghers Pasts

[[] Delete Pages

[] Delete Published Posts
[ Edit Pages

[] Edit Published Pages
[] Manage Categories
Publish Posts

[ unfilterad Html

Fft26Ay3
TAf SakLI 3SakLlzaid

* Dolece Pages
Delecs Published Posts
“ £dit Pages

“ | Edit Published Pages

Manage Categones

' Publish Posts

Unfiltered Htm

Delete Pages

Dalete Published Posts

Edit Pages
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Hardening your WP Install>

This will cover how to protect your admin area from unauthorised access. This step is easier to
achieve for single user blogs, and can be a real pain for multiple user blogs. You have to decide if you
want to shoulder that in order to secure your blog or not, but you should.

Restricting wp-content & wp-includes
Inthisa G SLI 6 SQNB 3F2Ay 3 (2 A YdaSQNK Sl 0gefedlf dety 2
everything, except the request for images, CSS and some JavaScript files.

You need to put this code into your .HTACCESS file for the folders WP-CONTENT & WP-INCLUDES:

Order Allow,Deny

Deny from all

<Files ~".(css|jpe?qg|png|gif]js)s">
Allow from all

</Files>

b2dSY 2dz YF® gl yld FRR aalSOAFAOE tlt FAESoa

5

Restricting wp-admin

Block all except your IP
If you run a single user blog, you may want to restrict access to your WP-ADMIN directory via IP. Make
ddz2NB @&2dz KIFIgS | adlFdiA0 Lt | RRNBaa .mraadsyf® G KI @
within wp-ADMIN should look like that:

Order deny,allow

Allow froma.b.c. d #That’'s your static |P

Deny from all

Save the file and try to access the wp-admin folder through a web proxy; it should be blocked if
everything is working correctly. After that try access it directly with your IP (a.b.c.d).

If everything works correctly wp-ADMIN will now be restricted only to the IP(s) of your choice.

Password Required - .htpasswd
Certainly the preferred option is to use password protection. This means you can still access your
admin directory from anywhere, however, it adds an additional security layer.

The .htaccess file
he .HTACCESS file within wp-ADMIN should look like that:

AuthUserFile /srv/www/user1/.htpasswd #this file should be outside your webroot.
AuthType Basic

> The original article can be found here: http://blogsecurity.net/WordPress/article-210607/
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Aut hName “Bl og”
require user youruser #making this username difficult to guess can help mitigate password
brute force attacks.

The .htpasswd file

This file® should, as already mentioned, be placed somewhere out of your web directory, ideally one
folder above it. To generate the password encrypted you can use:
http://www.euronet.nl/~arnow/htpasswd/ but many others are available as well, simply input your
username and your plain password into this form and then write the outputted code into the
.HTPASSWD file, your file should now look like this:

Yourusr:5a983sel/a25.Aa

Now test it to see if everythingisworking; A ¥ 0 KI 0  Aréwyft€tHe eritripfed paxsward

MUSTHAVE Plugins

Not every plugin is potentially a additional security risk. This list of plugins can greatly improve the
security of your blog.

WPIDS - Detect Intrusions

BlogSecurity have ported PHPIDS (Intrusion Detection System) into WordPress. PHPIDS is able to

detect various intrusion attempts. We use this facility to block dangerous attacks. Every intrusion is

logged in the database, so you can keep track and take the necessary steps if needed® | 2 dzZQNB | 6f S
get an email if the impact was bigger than a defined value (every intrusion has its own threat score).
Youcanalsoblockthe | (i (i I @foBadiI®y | Y2dzy i 2F RIF&@8&d AT GKS GKNEBI {
however, in all cases WPIDS will attempt to sanitise bad input. You can get your copy from the official

PHPIDS website. Note: In order to be able to use this plugin you need to run at least PHP 5.1.6 or

higher.! ySg @GSNRBRAZ2Y 2F 2tL5{ gAftft 0SS NBfSIFasSR &aK2NJ
Lockdown, so keep posted.

® More information about that file can be found here: http://httpd.apache.org/docs/1.3/mod/mod_auth.html
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WordPress Plugin Tracker 7 Are you updated?

If you just installed your blog and all plugins from the developer website you should already be
running the latest version. You should install the WordPress Plugin Tracker plugin to keep track if
@ 2 dzQNXB dza blyg velsién$S Afterlyoil iSstalled and activated the plugin, run it to see if
your plugins are the current versions. You should see something like this:

Plugin Release Tracker
Track the releases of the plugins yvou have installed in your website

Maove WP Plugins Tracker to Plugins SubMenu

Plugin Your Yersion WPPDE Yersion Status
Another Wordpress Meta Plugin 2003 20.3 Yersions are matching, You have latest v
Akismet 2.0.2 2.0.2 Yersions are matching, You have latest v
Ead Behavior 2.0.10 2.0.10 Yersions are matching, You have latest v
http:EL WordPress Plugin 1.4 1.4 Yersions are matching, You have latest v

This is how the example page of the Plugin Release Tracker looks

LT a2YS LX dAAYaQf NBEYSG y@&liuAFaA SRI i 82 dR&2dzii | YR
02 (KS fSTOX @e2dz2QNB Sl arfeée FT2NBFNRSR (2 G4KS

keep your blog updated.
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WordPress Online Security Scanner

BlogSecurity has written a WordPress security checking tool, to check your blog for common security
weaknesses. It is excellent at enumerating plugins, checking for Cross-Site Scripting vulnerabilities
and much more.

WordPress Version Leak

Test Result

wp-links-opml.php Wersion Leak: WordPress 2.2.1
wp-rss.php Wersion Leak: WordPress 2.2.1
wp-commentsrss2.php Version Leak: WordPress 2.2.1
wp-rdf.php Wersion Leak: WordPress 2.2.1
wp-rss2.php Wersion Leak: WordPress 2.2.1

According to wp-scanner this blog is running the latest version of WordPress.

WordPress Template X55 Checks

Test Result

Wp-xss-3 WordPress Template Vulnerable to X55: /7

WordPress Plugins Found

Test Result

wp-plugins[1] wp-backup
wp-plugins[2] subscribe-to-comments.php
wp-plugins[4] wp-contact-form
wp-plugins[0] wp-cache2
wp-plugins[5] sitemap
wp-plugins[3] Alizmet

Please check out WordPress BlogWatch for the latest vulnerabilities in WordPress plugins. More work will be done in this area for
future releases.

EXCEPT WHERE OTHERWISE NOTED, COMTEMT AND TOOLS OM THIS SITE ARE LICEMSED UMDOER THE ATTRIEUTION-MOMCOMMERCIAL-MNODERIVS LICERSE

WP-Scanner is a free online service and has tested more then 5000 blogs to date. Check out more
information here.

The End

We reached the end of our whitepaper. Wehope& 2 dz Sy 228 SR A0 FyR (KIF{G @2c
implementing these vital security steps. Its always a pleasure to get feedback and your stories so

please contact us.
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